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Protect your turf, wherever you surf
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By simply browsing the Internet, you become a potential target for hackers and phishers. Easily available tools enable computer criminals to snoop through your private records, steal confidential information, take control of a PC, and even hijack your identity–often without your knowledge.

ZoneAlarm® ForceField™ is the first virtual, on-demand browser security solution specifically designed to enable you to bank and shop online, or even surf dangerous areas of the Internet with impunity – on any PC, anywhere you go. Built from the ground-up specifically to fight an emerging class of Web threats, ZoneAlarm ForceField enables you to push past old limits and boundaries to venture into the unknown. Your identity, your behavior and the machine you’re using will always be protected.

Employing a state-of-the-art virtualization engine and other technologies to create a ‘bubble of security’ around your browser session, ZoneAlarm ForceField provides distinctive protection against a breadth of attacks, including browser exploits, phishing, drive-by and other uninvited downloads from the Web, as well as keyloggers, screengrabbers, and spyware that may be already hiding on your PC.  
ZoneAlarm ForceField enables a ‘virtual you’ to bank, shop, download, and even go to more risky areas of the Internet without risk to the ‘real you’. Complementing this virtualization engine are additional layers of security specifically designed to protect against modern Internet threats.  These active protection layers block phishing and spyware sites, scan and protect from dangerous downloads, jam keyloggers and screen-grabbers, rate web sites and scan for spyware in your virtual session.
While some security products only stop known dangers, ZoneAlarm ForceField completely eliminates uninvited downloads and silent changes to your computer while you surf.  Not only does this stop the most recent and advanced attacks, it also keeps the junk off your machine that builds over time, potentially slowing and interfering with your PC’s performance.

No need to change your behavior...surf as you always have.  There’s nothing new to learn. ZoneAlarm ForceField is simple enough for anyone while providing the rigorous security you need and the privacy you desire. 
Virtualization

· Shields you from danger, whether coming from the Internet or from malicious software on your PC.

· Creates a ‘virtual you’ as you surf potentially dangerous Web sites.  The ‘virtual you’ fools hackers while you and your PC remain safe.
· Protects your browsing session from threats that may be already on your PC. 

· Virtualizes your browser bookmarks and cookies, so your surfing history ends with the browser session and stays private.

· Virtualizes any Web form data you exchange, including personal information and credit cards.

Bank and Shop Securely
· Several layers of protection safeguards the information you enter online.

· Deploys a special secure browser session for added protection whenever an https:// session is active.

· Protects you from spyware and keyloggers while you bank and shop online.

Private Browser

· Let’s you surf anywhere – even using someone else’s PC – and type anything without leaving a single trace.

· The private browser setting makes sure nothing from your browser session is recorded, so you surf privately. 
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Dangerous Download Detector

· Scans every file you download from your browser to prevent spyware and keyloggers from permanently attaching to your system.

· The detector compares the hash of any file you download to those listed in the ZoneAlarm SmartDefense Advisor to warn you of known dangerous downloads.

Anti-Spyware and Keylogger Protection

· Flags fraudulent Web sites and blocks sypware trying to steal your identity.

· Spy site blocking informs you of sites that harbor spyware as you surf the Internet.

· [image: image4.png]@ ForceField

=]

Zowe Auam

ForceFIELD

65 Threats stopped

12 Downloads scanned




Checks the browser session with an anti-spyware scanner.

· Queries online database for spyware signatures.

· Prevents keyloggers from logging your keystrokes from your browser.

· Blocks keyloggers from capturing passwords during Web page logins.

Advanced Anti-Phishing

· Alerts you when potential phishing or fraudulent sites try to trick you into entering a password or credit card.

· Enables anti-phishing heuristics to catch 0-hour phishing sites before they are even recorded in any anti-phishing databases.

· Queries a robust anti-phishing database, and online information about visited sites. 
Keeps the junk off

· Completely eliminates uninvited downloads and silent changes to your computer while you surf.
· Stops even the most dangerous attacks as well as the useless junk that builds over time.
Goes with you

· Allows you to launch ZoneAlarm Instant ForceField – an “on demand” version that you can launch within 30 seconds on any computer.

· Since it is instantly available on any computer, not just your own, you can surf safely from anywhere.
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Clear and Easy

· Provides reports on useless junk kept off your PC, dangerous threats stopped, and changes to your OS that were prevented so you clearly know how ForceField protects you.

· Seamless use – surf as you always do without any special knowledge required and no interruptions.
System Requirements

· Internet Explorer 6 and 7, FireFox 2.0

· Windows® XP SP2 and Vista (32-bit only)

· Intel® Pentium® III processor 450 MHz or higher (XP), 800 MHz or higher (Vista) 20MB of available hard-disk space

· Install size approximately 4MB

· Internet access
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