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ZONEALARM FORCEFIELD Q&A
1.) What is ZoneAlarm ForceField?

ForceField fights Web threats that people face everyday when browsing the Internet and visiting Web sites. With this technology, users are surrounded by a two-way “bubble of security” as they surf the Web.

ForceField is the first virtualized, on-demand browser security solution to enable consumers to bank and shop online or surf dangerous areas of the Internet without fear or limitation. ForceField fights the emerging classes of browser-based Web threats and erases all personal information after a Web browsing session to protect consumer privacy online. Features include browser virtualization, powerful anti-phishing technology, ZoneAlarm’s Spy Site Blocker (also found in the award-winning ZoneAlarm Internet Security Suite) and additional dangerous download defenses.

2.) How are consumers’ privacy protected with ForceField?
ForceField protects users from having unwanted material and threats such as spyware from downloading onto their computer, and alerts users when they visit a “phishing” Web site. Phishing Web sites are designed to look identical to legitimate sites -- such as banking sites -- but are designed for nefarious purposes, usually for stealing a user’s personal or financial information.
3.) In what way has Web surfing and the use of Web 2.0 technologies become dangerous to consumers?

The Internet is an extraordinary tool that has become indispensable to a large portion of our population. However, there are certain individuals that take advantage of the liberty that the Internet provides by designing software programs that monitor users’ actions and information that is entered online. The nature of social networking sites -- e.g., Facebook, MySpace and Xanga – is such that users share information with “peers” on a regular basis. However, if information falls into the wrong hands, it can mean financial loss or disclosure of personal information, which can potentially lead to identity theft.
4.) How does ForceField put users back in control of their Internet surfing experience?
Users are alerted when they are surfing in a dangerous area of the Internet, such as when they come across a fraudulent Web site. After they are alerted, users can decide where to go and what they want to do online. Additionally, unwanted downloads are destroyed -- only downloads that a user has chosen can be downloaded onto a ForceField user’s PC.

5.) I shop and bank online on a regular basis. How will ForceField protect me?
ForceField enables users to bank online while protecting identity, bank accounts, the PC as a whole, and others who share the computer or network – allowing you to enjoy the freedom that the Internet provides.

6.) How can I protect my information from falling into the wrong hands – i.e., “friends” or programs that are picked up via my children’s social networking sites?
Since family PCs are host to a wide range of Internet activities, such as social networking sites, they are widely susceptible to threats. Since it is very difficult to monitor all of your children’s interactions on the family PC, ForceField acts as a “guard dog” to your family PC by alerting users when a site isn’t safe, or when your browser is trying to do something that could be potentially harmful.
7.) How does ForceField keep a users’ browsing session private?

People who share a computer might want to bank, surf or correspond online without disclosing information to others who share the same computer. Users’ browsing sessions are kept private by erasing “tracks” left from Web sites visited. In addition, users want to keep their information private from online marketers or others who might be collecting data on browsing habits.
8.) How much does ForceField cost?

ZoneAlarm ForceField download is free during the beta testing phase through the end of the year (perfect for helping consumers shop safely for the holidays). It will cost $29.95 in 2008, and the beta is available for download today at www.zonealarm.com.
