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Bank, shop, and browse the web safely and privately.

ZoneAlarm® ForceField™ provides essential browser security that protects users and their PCs from the latest browser attacks. Delivering 
protection not found in traditional security suites, ZoneAlarm ForceField complements whatever security you already have. It creates a shield 
around your browser that blocks drive by downloads, browser exploits, phishing attempts, spyware and keyloggers. User’s passwords, 
confidential information and financial data remain protected.

Now users can surf the Internet, without compromising their computer, information, or identity.

ZoneAlarm® ForceField™

Virtualized Browser Security 

Why it matters.
Browser attacks are real. New web technologies make hacking 
into computers easier, and—for the victim—more dangerous. 
Hackers are using web technologies and browser vulnerabilities 
to bypass traditional security to infiltrate, control, and command 
user PCs through their browser. Just by visiting a single website, 
a user can fall victim to a drive-by download that silently delivers 
over 1000 attacks. One out of 10 websites is booby-trapped, 
often installing viruses and spyware that capture key financial 
data and passwords. Phishing attacks are growing increasingly 
sophisticated and trick even careful surfers into revealing 
confidential information.

These attacks take over your PC, damage your credit rating and 
steal your money.

How it works.
ZoneAlarm ForceField protects users from browser-based 
exploits and other web threats by stopping attacks before they 
can reach the operating system. Each time a user surfs the web 

with ZoneAlarm ForceField, it automatically creates a clone of the 
user’s browser. Every time a user hits a website or opens a new 
page, any malware that potentially could attack goes straight to the 
ZoneAlarm ForceField clone. That way if any threats do penetrate a 
user’s defenses, they affect only the temporary clone – not you or 
your PC.

By creating a virtual user and providing additional defenses, 
ZoneAlarm ForceField secures users’ real identity, protects their 
computer, maintains their confidential information, and lets users 
surf privately—leaving no trace of their activity in their browser or 
on any computer. Continuously updated to block the latest wave of 
web-based attacks, ZoneAlarm ForceField works in the background 
to block spyware, prevent malicious downloads, and jam keyword 
and screengrabber attacks.

It’s a technique we call “Virtual Browsing.” We believe it is an 
absolutely essential piece of Internet security software, and only 
ZoneAlarm has it.
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Browser Security

Virtual Browsing creates a temporary clone of 
your browser so that anything you do on the web runs 
in a protected shell – keeping you and your PC safe.

Anti-Phishing identifies and stops fraudulent 
websites that trick you into revealing personal data.  
Uses signatures and heuristics to protect you from 
even the most recent scams.

Key log/screen grab jamming prevents 
malware from capturing user data during online 
banking and shopping.

Spyware Flushing auto-cleans your web browser 
memory each time you close it, wiping away spyware 
and other dangers.

Spy Site Blocking detects and blocks websites 
known to distribute spyware.

Dangerous download detector scans  
every file a user downloads from the browser then 
alerts users before saving a dangerous application.

Web site safety check examines the credentials 
on every website visited, so users know if the website 
is a safe place to enter data.

On the fly file encryption protects the data 
users enter online from spyware.

Private Browser deletes all trace of a user’s 
online session to protect privacy.

System Requirements
Compatible with all popular web browsers, including  
Internet Explorer and Firefox on Windows XP and Vista.

• Internet Explorer 6 and above, FireFox 2.0
• Windows® XP SP2 or Windows® Vista (32-bit only)
• Intel® Pentium® III processor 1 GHz or higher 
• Minimum system RAM: 512MB
• 20MB of available hard-disk space
• Install size 5MB
• Internet access

 

Fast & Easy To Use 

Browse as usual. Runs fast and works seamlessly 
in the background without impacting performance.

Installs in seconds without any special training  
or time-consuming setup.

Seamless compatibility with antivirus and 
security suite software, cleanly complements the security 
you already have.

Free upgrades & online customer  
support provided free for one year.


