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ZoneAlarm® ForceField™ provides essential browser security that protects users and their PCs from the latest browser attacks. Delivering
protection not found in traditional security suites, ZoneAlarm ForceField complements whatever security you already have. It creates a shield
around your browser that blocks drive by downloads, browser exploits, phishing attempts, spyware and keyloggers. User’s passwords,
confidential information and financial data remain protected.

Now users can surf the Internet, without compromising their computer, information, or identity.

Browser attacks are real. New web technologies make hacking with ZoneAlarm ForceField, it automatically creates a clone of the
into computers easier, and—for the victim—more dangerous. user’s browser. Every time a user hits a website or opens a new
Hackers are using web technologies and browser vulnerabilities page, any malware that potentially could attack goes straight to the
to bypass traditional security to infiltrate, control, and command ZoneAlarm ForceField clone. That way if any threats do penetrate a
user PCs through their browser. Just by visiting a single website, user’s defenses, they affect only the temporary clone — not you or
a user can fall victim to a drive-by download that silently delivers your PC.

over 1000 attacks. One out of 10 websites is booby-trapped,
often installing viruses and spyware that capture key financial
data and passwords. Phishing attacks are growing increasingly
sophisticated and trick even careful surfers into revealing
confidential information.

By creating a virtual user and providing additional defenses,
ZoneAlarm ForceField secures users’ real identity, protects their
computer, maintains their confidential information, and lets users
surf privately—leaving no trace of their activity in their browser or
on any computer. Continuously updated to block the latest wave of
web-based attacks, ZoneAlarm ForceField works in the background
to block spyware, prevent malicious downloads, and jam keyword
and screengrabber attacks.

These attacks take over your PC, damage your credit rating and
steal your money.

It’s a technique we call “Virtual Browsing.” We believe it is an
absolutely essential piece of Internet security software, and only
ZoneAlarm has it.

ZoneAlarm ForceField protects users from browser-based
exploits and other web threats by stopping attacks before they
can reach the operating system. Each time a user surfs the web



BROWSER SECURITY FAST & EASY To USE

VIRTUAL BROWSING creates a temporary clone of BROWSE AS USUAL. Runs fast and works seamlessly
your browser so that anything you do on the web runs in the background without impacting performance.
in a protected shell — keeping you and your PC safe.

INSTALLS IN SECONDS without any special training
ANTI-PHISHING identifies and stops fraudulent or time-consuming setup.

websites that trick you into revealing personal data.

Uses signatures and heuristics to protect you from SEAMLESS COMPATIBILITY with antivirus and
even the most recent scams. security suite software, cleanly complements the security

you already have.
KEY LOG/SCREEN GRAB JAMMING prevents

malware from capturing user data during online

A . FREE UPGRADES & ONLINE CUSTOMER
banking and shopping.

SUPPORT provided free for one year.

SPYWARE FLUSHING auto-cleans your web browser
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WEB SITE SAFETY CHECK examines the credentials
on every website visited, so users know if the website
is a safe place to enter data.

ON THE FLY FILE ENCRYPTION protects the data
users enter online from spyware.

PRIVATE BROWSER deletes all trace of a user’s
online session to protect privacy.

 ForceField — d SYSTEM REQUIREMENTS

| N2 Forcefieio Compatible with all popular web browsers, including
ForceField is at work for you v 4 § Internet Explorer and Firefox on Windows XP and Vista.

FortisFuekd 5 orotettng you arkine. Since vou inatalisd ForceField, it has trotected ® Internet Explorer 6 and above, FireFox 2.0
g ] ® Windows® XP SP2 or Windows® Vista (32-bit only)
63 M possibly harmiul data prevented from meaching your PC
& Thraats stopped ® Intel® Pentium® Il processor 1 GHz or higher

2 Suspacious shes detected . . .

3 Phiching shas ® Minimum system RAM: 512MB

E%jwedistas biodmd ® 20MB of available hard-disk space
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® Install size 5MB
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